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[bookmark: _Toc529048318]Activity List

Here’s an overview of the structure of this assignment:

	Activity List

	Project:  INTRO TO UBUNTU SCRIPTING

	Date: Nov 9, 2018

	Activity
	Instructions
	Notes
	Reference Figures

	Create Menu Box (menubox1.sh)
	Copy the first menu box script below into a Ubuntu text editor. Save it as menubox1.sh in your home directory. Add execution permissions by running chmod +x menubox1.sh.
	May require installation of dialog for menu box to work. Run sudo apt install dialog
	Figures 1-3

	Create Menu Box 2 (inet3700.sh)
	Copy the second menu box script in this document into a Ubuntu text editor. Save it as a .sh file in your home directory.
	May require installation of dialog for menu box to work. Run sudo apt install dialog
	Figures 4-11

	Create cron jobs
	Using sudo crontab -e, add some automated tasks (aka cron jobs).
	If copying cronjobs and cron scripts from this document, make sure to change usernames and directories to match your machine
	Figures 12-15
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The following are the scripts for each menu box. When copying the scripts, ensure that any extra lines added are removed. The scripts are designed to run on any modern Ubuntu Server operating system up to 18.04 LTS.

The foundation of each script was borrowed from https://bash.cyberciti.biz/guide/A_menu_box (2016, March 29)

[bookmark: _Toc529048320]menubox1.sh Script

#!/bin/bash
# utilitymenu.sh - A sample shell script to display menus on screen
# Store menu options selected by the user
INPUT=/tmp/menu.sh.$$

# Storage file for displaying cal and date command output
OUTPUT=/tmp/output.sh.$$

# get text editor or fall back to vi_editor
vi_editor=${EDITOR-vi}

# trap and delete temp files
trap "rm $OUTPUT; rm $INPUT; exit" SIGHUP SIGINT SIGTERM

#
# Purpose - display output using msgbox 
#  $1 -> set msgbox height
#  $2 -> set msgbox width
#  $3 -> set msgbox title
#

function display_output(){
	local h=${1-10}			# box height default 10
	local w=${2-41} 		# box width default 41
	local t=${3-Output} 	# box title 
	dialog --backtitle "Linux Shell Script Tutorial" --title "${t}" --clear --msgbox "$(<$OUTPUT)" ${h} ${w}
}

#
# Purpose - display current system date & time
#

function show_date(){
	echo "Today is $(date) @ $(hostname -f)." >$OUTPUT
    display_output 6 60 "Date and Time"
}

#
# Purpose - display a calendar
#

function show_calendar(){
	cal >$OUTPUT
	display_output 13 25 "Calendar"
}

#
# Purpose - Show location
#
function show_location(){ #New function
	echo "You are at $(pwd)" >$OUTPUT
	display_output 6 60 "Location"
}

#
# Purpose - Show directory details
#
function show_details(){ #New function
	dialog --inputbox "Enter Directory:" 8 40 2>$OUTPUT
	theDirectory=$(<$OUTPUT)
	if [ -d "$theDirectory" ] && [ "$theDirectory" != "/" ] && [[ $theDirectory != /* ]]; then
		echo "Permissions: $(ls -ld $theDirectory) \n Number of files and folders: $(ls $theDirectory | wc -l) \n Size and name of largest file: $(find $theDirectory -type f -printf "%s\t%p\n" | sort -n | tail -1)" >$OUTPUT
	else
		echo "The directory does not exist or is not compatible" >$OUTPUT
	fi
	display_output 12 90 "Directory Details"
}
#
# set infinite loop
#

while true
do
### display main menu ###
dialog --clear --backtitle "Linux Shell Script Tutorial" \
--title "[ M A I N - M E N U ]" \
--menu "You can use the UP/DOWN arrow keys, the first \n\
letter of the choice as a hot key, or the \n\
number keys 1-9 to choose an option.\n\
Choose the TASK" 15 50 4 \
Date/time "Displays date and time" \
Calendar "Displays a calendar" \
Where\ am\ I? "Displays location" \
Directory\ Details "Displays permissions" \
Editor "Start a text editor" \
Exit "Exit to the shell" 2>"${INPUT}"
menuitem=$(<"${INPUT}")

# make decision 

case $menuitem in
	Date/time) show_date;;
	Calendar) show_calendar;;
	Where\ am\ I?) show_location;;
	Directory\ Details) show_details;;
	Editor) $vi_editor;;
	Exit) echo "Bye"; break;;
esac
done

# if temp files found, delete em
[ -f $OUTPUT ] && rm $OUTPUT
[ -f $INPUT ] && rm $INPUT
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#!/bin/bash
# utilitymenu.sh - A sample shell script to display menus on screen
# Store menu options selected by the user

if [ $(id -u) -eq 0 ]; then
	echo "Run this script as a non-root user and without using sudo"
	exit
fi

runUser=$USER

echo "This menu box contains commands that can alter your system"
sudo echo ""

INPUT=/tmp/menu.sh.$$

# Storage file for displaying cal and date command output
OUTPUT=/tmp/output.sh.$$

# get text editor or fall back to vi_editor
vi_editor=${EDITOR-vi}

# trap and delete temp files
trap "rm $OUTPUT; rm $INPUT; exit" SIGHUP SIGINT SIGTERM

#
# Purpose - display output using msgbox 
#  $1 -> set msgbox height
#  $2 -> set msgbox width
#  $3 -> set msgbox title
#

function display_output(){
	local h=${1-10}			# box height default 10
	local w=${2-41} 		# box width default 41
	local t=${3-Output} 	# box title 
	dialog --backtitle "inet3700.sh" --title "${t}" --clear --msgbox "$(<$OUTPUT)" ${h} ${w}
}

#
# Purpose - Add users specified from CSV file
#
function csvAddUsers(){
	if [ -f NewUsers.csv ]; then
		while IFS="," read username password; do
			sudo useradd $username
			echo "$username:$password" | sudo chpasswd
			echo "added $username"
		done < NewUsers.csv
		echo "Users added successfully!" >$OUTPUT
	else
		echo "Ensure a file called NewUsers.csv exists in the same folder as the script. Format is username,password" >$OUTPUT
	fi
	display_output 12 90 "Add Users"
}

#
# Purpose - Delete users specified from CSV file
#
function csvDelUsers(){
	if [ -f NewUsers.csv ]; then
		while IFS="," read username password; do
			sudo deluser $username
		done < NewUsers.csv
		echo "Users deleted successfully" >$OUTPUT
	else
		echo "Ensure a file called NewUsers.csv exists in the same folder as the script. Format is username,password" >$OUTPUT
	fi
	display_output 12 90 "Delete Users"
}

#
# Purpose - Back up all databases for any mySQL user
#
function sqlBackup(){
	dialog --inputbox "Enter mySQL username (e.g. root):" 8 40 2>$OUTPUT 
	theName=$(<$OUTPUT)
	dialog --passwordbox "Enter mySQL password:" 8 40 2>$OUTPUT
	thePassword=$(<$OUTPUT)
	mysql --user="${theName}" --password="${thePassword}" -e exit 2>/dev/null
	userExists=`echo $?`
	if [ $userExists -eq 0 ]; then
		printf "[mysqldump]\nuser=$theName\npassword=$thePassword\n" > $HOME/.my.cnf
		mkdir -p $HOME/data/SQLBackUp
		sudo chown -R $runUser $HOME/data/SQLBackUp
		mysqldump -u $theName --all-databases | gzip > $HOME/data/SQLBackUp/mysqldb_`date +"%Y_%m_%d_%T"`.sql.gz
		echo "Backup created successfully! Check out $HOME/data/SQLBackUp." >$OUTPUT
	else
		echo "The user and password you specified does not exist" >$OUTPUT
	fi
	display_output 12 90 "Backup SQL Database"
}

#
# Purpose - Perform a CPU benchmark
#
function benchmark(){
	sudo dpkg -s sysbench &> /dev/null
	installed=`echo $?`
	if [ $installed -ne 0 ]; then
		dialog --yesno "The sysbench tool is not installed. Would you like to install it?" 8 40 2>$OUTPUT
		response=$?
		if [ $response -eq 0 ]; then
			sudo apt install sysbench
		else
			return
		fi
	fi
	mkdir -p $HOME/data/benchmarks
	sudo chown -R $runUser $HOME/data/benchmarks
	benchmarkResults="$(sysbench --test=cpu --cpu-max-prime=20000 run)"
	echo "$benchmarkResults" > $HOME/data/benchmarks/cpuBenchmark_`date +"%Y_%m_%d_%T"`.txt
	echo "$benchmarkResults" >$OUTPUT
	display_output 75 90 "Benchmark Tool"
}

#
# Purpose - Update system packages
#
function update(){
	sudo apt update
	sudo apt upgrade
	if [ $? -eq 0 ]; then
		echo "Packages successfully upgraded" >$OUTPUT
	else
		echo "An error occured while upgrading" >$OUTPUT
	fi
	display_output 12 90 "Update and Upgrade"
}
#
# set infinite loop
#

while true
do
### display main menu ###
dialog --clear --backtitle "inet3700.sh" \
--title "[ M A I N - M E N U ]" \
--menu "You can use the UP/DOWN arrow keys, the first \n\
letter of the choice as a hot key, or the \n\
number keys 1-9 to choose an option.\n\
Choose the TASK" 15 75 4 \
Add\ Users\ from\ CSV "Adds users from NewUsers.csv" \
Del\ Users\ from\ CSV "Deletes users specified in NewUsers.csv" \
mySQL\ Backup "Backups user's database" \
CPU\ Benchmark "CPU test at 20000 max events" \
Update\ Packages "Runs update and upgrade" \
Exit "Exit to the shell" 2>"${INPUT}"
menuitem=$(<"${INPUT}")

# make decision 

case $menuitem in
	Add\ Users\ from\ CSV) csvAddUsers;;
	Del\ Users\ from\ CSV) csvDelUsers;;
	mySQL\ Backup) sqlBackup;;
	CPU\ Benchmark) benchmark;;
	Update\ Packages) update;;
	Exit) echo "Bye"; break;;
esac
done

# if temp files found, delete em
[ -f $OUTPUT ] && rm $OUTPUT
[ -f $INPUT ] && rm $INPUT
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Figure 1: Menu for menuBox1.sh
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Figure 2: Selecting "Where am I?"
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Figure 3: Selecting “Directory Details”
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Figure 4: The inet3700.sh menu
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Figure 5: Selecting "Add Users from CSV"



[image: ]
Figure 6: Selecting "Del Users from CSV"
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Figure 7: Running "mySQL Backup”
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Figure 8: Result of running mysqlBackup
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Figure 9: Running "CPU Benchmark"

[image: ]
Figure 10: CPU Benchmark also saves a copy of the result
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Figure 11: Running "Update Packages"
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[bookmark: _GoBack]Here’s the following cron jobs that were added to the crontab.

#Backup database every Friday evening
0 18 * * 5 /home/rrennehan/.cronScripts/sqlBackup.sh

#Grandfather, father, and son backups of data
1 0 1 * * cp -r /home/rrennehan/!(homeBackups) /home/rrennehan/homeBackups/grandfather
1 0 * * 1 cp -r /home/rrennehan/!(homeBackups) /home/rrennehan/homeBackups/father
1 0 * * * cp -r /home/rrennehan/!(homeBackups) /home/rrennehan/homeBackups/son

#Output dbms status on reboot
@reboot /home/rrennehan/.cronScripts/mysqlStatus.sh

#Generate CPU benchmark every Monday 12:01 AM
1 0 * * 1 home/rrennehan/.cronScripts/benchmark.sh
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Figure 12: Before and after of running command for home directory backup

You can find the scripts referenced in the next section of this document.
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If copying, ensure to alter the script’s usernames, passwords, and directory paths to match your machine.

[bookmark: _Toc529048327]Database Backup Script (sqlBackup,sh)

#!/bin/bash
printf "[mysqldump]\nuser=root\npassword=1tsas5cr5t\n" > /home/rrennehan/.my.cnf
mysqldump -u root --all-databases | gzip > /home/rrennehan/data/SQLBackUp/mysqldb_`date +"%Y_%m_%d_%T"`.sql.gz

[image: ]
Figure 13: Running the cron sqlBackup.sh script
It’s a good idea to take extra measures to protect your mySQL password, like making this script hidden and only readable by you.
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#!/bin/bash
systemctl status mysql > /home/rrennehan/data/dbmsStatus/mysqlStatus_`date +"%Y_%m_%d_%T"`.txt

[image: ]
Figure 14: Crontab set up to run mysqlStatus.sh on reboot
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#!/bin/bash
sysbench --test=cpu --cpu-max-prime=20000 run > /home/rrennehan/data/benchmarks/cpuBenchmark_`date +"%Y_%m_%d_%T"`.txt

NOTE: sysbench will need to be installed with sudo apt install sysbench for the script to work.

[image: ]
Figure 15: Running benchmark.sh
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Backup SOL Database
Backup created successfully! Check out /home/rrennehan/data/SaLBackUp.
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rrennehan@ubnsccol: “/datassalBackups pud

/home/rrennehan/data/solBacklp

rrennehan@ubnsccol: ~/datassaLBackUps 1s

mysgldh_2018_11_03_23:43:26.50l.82

rrennehan@ubnsccol: ~/data/salBackUps zeat mysoldb_2018_11_03_231:434:26.501.87 > test.txt
rrennehan@ubnsccol: “/data/salBackUps tail -20 test.txt

Dumping data for table “pma__users’

LOCK TABLES "pma__users’ WRITE
/140000 ALTER TRBLE _pma
/140000 ALTER TABLE ~pma
UNLOCK TABLES

/%140103 SET TIME_ZONE=QOLD_TIME_ZONE /;

" DISABLE KEVS *
ENABLE KEVS /3

/%140101 SET S0L_MODE=@OLD_SOL_MODE /3

/%140014 SET FOREIGN_KEY_CHECKS=OLD_FOREIGN_KEY_CHECKS */
/%140014 SET UNIQUE_CHECKS=@0LD_UNIQUE_CHECKS */

/%140101 SET CHARACTER _SET_CLIENT=QOLD_CHARACTER SET_CLIENT #/
/%140101 SET CHARACTER SET_RESULTS=G0LD_CHARACTER_SET_RESULTS #/;
/%140101 SET COLLATION_CONNECTION=GOLD_COLLATION_CONNECTION #/;
/%140111 SET SOL_NOTES=0LD_SOL _NOTES */3

-- Dump completed on 2018-11-03 23:43:26
rrennehan@ubnscco1: ~/datas/s0LBackUps _
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Benchmark Tool
syshench 1.0.11 (using system LuaJIT 2.1.0-beta3)

Running the test with following options

Number of threads: 1

Initializing random number generator from current time
Frime numbers limit: 20000

Initializing worker threads...

Threads started!

CPU speed:
events per second: 528.10

General statistics:
total time: 10.0016s
total number of events: 5283

Latency (ms):

min:  1.63
avg: 1.89
max: 15.48

95th percentile: 1.93
sum:  9991.31

Threads fairness:

events (avg/stddev): 5283.0000/0.00
execution time (avg/stddev): 9.9913/0.00





image10.png
rrennehan@ubnsccol: “/data/benchmarkss pud
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cpuBenchmark_2018_11_02_18 cpuBenchmark_2018_11_02_21
cpuBenchmark_2018_11_02_18 cpuBenchmark_2018_11_02_21
cpuBenchmark_2018_11_02_20 5 cpuBenchmark_2018_11_03_23
cpuBenchmark_2018_11_02_21:02:17.txt  cpuBenchmark_2018_11_03_23
rrennehan@uhnsccol: ~/datasbenchmarkss tail -20 cpuBenchmark 2018

Ltxt
Ltxt
Ltxt
Ltxt
Ltxt
Ltxt
23

1.txt
Threads started!

CPU speed:
events per second:  528.10

General statistics:
total time: 10.0016s
total number of events: 5283

Latency (ms):

min 1.63
avg 1.89
ma: 15.48
95th percentile: 1.93
sum: 9991.31

Threads fairness:
events (avg/stddev) : 5283.0000/0.00
execution time (avg/stddev): 9.9913/0.00
rrennehan@ubnsceol: ~/datasbenchmarkss
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Reading package lists... 97%
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rrennenan@uansccol: ™ pud

/hame/rrennehan

rrennehan@uinsccol: ™ s

A4 AS data homeBackups

rrennehan@uanscco1:~$ 1s homeBackups/grandfather/

rrennehan@ubnscco1:™$ cp - /home/rrennehan/ | (homeBackups) /home/rrennehan/homeBackups/grandfather/
rrennehan@uinsccol: ™ 1s homeBackups/grandfathers

A4 AS data

rrennenan@uinsccol:
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rrennenan@uinsccol:~/Ads date +'%T"

00:05:39

rrennenan@uinscco1:~/Ad$ /. cronScripts/solBackun. sh

rrennehan@uinsccol:~/Ads 1s ~/datas/sulBackln/
mysldb_2018_11_03_23:49:26.501.g2 mysqldb_2018_11_04_00:05:53.501.82 teSt.txt
rrennenan@uinsccol:~/Ads





image14.png
* Security certifications for Ubuntu!
We now have FIPS, STIG, CC and a CIS Benchmark.

- http://bit. lysSecurity_Certification

* Want to make a highly secure kiosk, smart display or touchscreen?
Here's a step-by-step tutorial for a rainy weekend, or a startup.

- https://bit. ly/secure-kiosk

0 packages can be updated.
0 updates are security updates.

rrennehan@uinsccol: s date +%T"
01:00:36
rrennehan@uinsccol:~¢ 1s data/dbmsStatus
mysglStatus_2018_11_04_00:55:43. txt
rrennehan@ubnscco1:~$ cat data/dhmsStatuss/mysglStatus_2018_11_04_00%:55\:43. txt
o mysgl.service - MySOL Community Server
Loaded: loaded (/1ib/systend/systen/mysql.service; enabled; vendor prese
Active: activating (start-pre) since Sun 2018-11-04 00:55:43 UTC; 1s ago
cntrl PID: 891 (mysql-systemd-s)
Tasks: 3 (limit: 2292)
CGroup: /system.slice/mysql.service
891 /binshash /usr/share/mysol/mysgl-systemd-start pre
969 /bin/hash /usr/share/mysol/mysgl-systemd-start pre
970 mysqld --verbose --help --innodb-read-only

enabled)

Nov 04 00:55:43 ubnsccol systemd[1]: Starting MySOL Community Server..
rrennehan@uinsccol: e
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rrennehan@ubnsccol:™s date +'%T"

01:02:50

rrennehan@uinscco1:~§ .cronscripts/benchmark . sh

HARNING: the --test option is deprecated. You can pass a script name or path on the command line wit
hout any options.

rrennehan@ubnscco1:~s 1s data/henchmarks/

cpuBenchmark_2018_11_04_01:03:02. txt

rrennehan@ubnsccol:™$ tail -20 data/benchmarks/cpuBenchmark 2018_11_04_011:03\:02.txt

Threads started!

CPU speed:
events per second:  562.94

General statistics:
total time: 10.0002s
total number of events: 5631

Latency (ms):

min: 1.62
avg: 1.77
ma: 24.16
95th percentile: 1.89
sum: 9991.63

Threads fairness:
events (avg/stddev) : 5631.0000/0.00
execution time (avg/stddev): 9.9916/0.00

rrennenan@uinsccol: ™
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